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(ISC%: who we are

A Inspiring a safe and secure
Cyberworld

A Support and provide members
and constituents with | |
credentials, resources, and ==
leadership to secure information
and deliver value to society
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Me é

A Headthe Europe, Middle
East and Africa (EMEA)
team for (SC¥

A BCSSecurity Community of
ExcellenceMember

A Headof (ISC3 Delegation
to ISOJTC1/SC27

A Visitinglecturer
A PhD& MSc industrial

Fellow

Chartered
IT Professional

supervisor B\ \
A ISO editord ISO/IEC -
27036 Part 4
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PROFESSION AND CERTIFICATIOI
0 BACKGROUND
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Profession and professionalism

0 Aprofession is a disciplined group of individuals who adhere to
ethical standards and who hold themselves out as, and are
accepted by the public as Jaossessmg special knowledge and skills
in a widely recognised body of learning derived from research,
education and training at a high level, and who are prepared to
apply this knowledge and exercise these skills in the interest of
others. It is inherent in the definition of a profession that a code of
ethics governs the activities of each profession. Such codes require
behaviour and practice beyond the cI)ersonal moral obligations of an
individual. They define and demand high standards of behaviour in
respect tothe servicesprovided to the public and in dealing with
professional colleaguesFurther these codes are enforced by the
profession and areacknowledged andaccepted by the community 6
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http://www.professions.com.au/defineprofession.html
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Why Certification (Training) Matters

A Theneed for skilled and knowledgeable

information security professionals has never been
greater

AExperience isndt enough

A Employersneed something quantifiable and
verifiable to show them you have the expertise they
need
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http://www.isc2.org/

Types of certification

A VendoHed

Cisco
CheckPoint
IBM

HP

Microsoft
(MCP/MCSA/MCSE)

Oracle
e .
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A Personal/professionat
led

(ISC}3
CREST

ECGCouncll

ISP
ISACA
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PERSONAL/PROFESSIONAL
CERTIFICATION




Exampl es of ped

ethics

CISSP 5 years + \ V V 120/3 V
CISM 5 years + \ V vV  120/3 V
CISA 5 years + \% V vV  120/3 V
CRISC 3 years + \ V vV 120/3 V
CGEIT 5 years+ \ V vV  120/3 V
CEH V vV  120/3 V
ISP Varies U V V
Security+ None 50/3

But what do they really mean?
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http://flickrhivemind.net/Tags/alphabet,spaghetti/Recent
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Deciphering the alphabet soup 1

A C8 Certified (at the beginning)

I Indicates that the person has passed an exam and
maybe completed other tests/passed other
requirements

A 1S3 Information Systems

I Always a winner: it means the individual may know
something about computers

A S & Security

I Again, good to haveit means the individual may know
something aboutcomputer security
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