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Introduction 

ÅThanks for the subject! 

ÅMe and my credentials 

ÅNot an expose ς more some thoughts gleaned from 
observation and experience 

ÅGeneric ς relevant to any IT-using enterprise 

ÅQuestions 



Outline Structure 

ÅSome Axioms 

ÅPeople, Process and Technology 

ÅOperations 

ÅResilience 

ÅQ&A 



Some Axioms 

Å¢ƘŜǊŜΩǎ bƻ {ƛƭǾŜǊ .ǳƭƭŜǘ 

ÅLǘΩǎ !ƭƭ !ōƻǳǘ wƛǎƪ 

ÅSolutions Must Make Sense 

Å̧ ƻǳǊ /ƻƴǎǳƭǘŀƴǘΩǎ bƻǘ [ȅƛƴƎ ¢ƻ ¸ƻǳ ς But He Will 
Have An Agenda 



мΦ ¢ƘŜǊŜΩǎ bƻ {ƛƭǾŜǊ Bullet 

Å No single technology will mitigate all risks 

Å The best case is that risk will be brought to an 
acceptable level 

Å Single-vendor solutions are courageous 

Å Multi-vendor, multi-level solutions are preferable 

Å You can have fast, cheap and secure ς but only 
two of the three 



нΦ LǘΩǎ !ƭƭ !ōƻǳǘ Risk 

Å59[9¢9 ά{ŜŎǳǊƛǘȅέ Lb{9w¢ άwƛǎƪ aŀƴŀƎŜƳŜƴǘέ 

Å Risk Management is based on threat and hazard 
assessment 

Å A Risk is a threat or hazard assessed for impact 
and likelihood 

Å Mitigation is applied to reduce impact, likelihood, 
or both 

Å Mitigation is not automatically technological 



3. Solutions Must Make Sense 

Å Solutions must make financial sense ς the 
business case for investment must work 

Å Solutions must make operational sense ς they 
should not hinder or obstruct the operations they 
seek to protect 

Å Solutions must make organisational sense ς they 
should not irritate or hinder users, who will 
actively subvert measures they do not support 

Å Solutions must make management sense ς they 
should be integrated into routine operational 
management structures and processes 


