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Introduction

AThanks for the subject!
AMe and rmyceredentials

ANot anexpose more some: thoughts gleaned-from
obsenvation:and:experience

AGenericc relevant to any 1qusing enterprise
AQuestions



Outline Structure

ASomerAxioms

APeaple fProcess andTechnology
AOperations

AResilienee

AQ&A



SomeAxioms
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A No single technology: with mitigate! alt irisks

A Thelbestcase is thatrisk/will besbrought:to an
acceptable devel

Singlevendor solutions: arecourageous
Multi-vendor, mulitlevel solutions:are preferable

Youcambhave:fast)cheapand seatlmit only
two of thethree

To To Ix
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A RiskManagement is:based onthreatland:hazard
assessment

A Riskds arthreatror-hazard-assessed-for:impact
and likelihood

A
A Mitigation is applied toreducerimpactidikelihood,
or both

A

Mitigation is mot-automaticallyechnological



3. Solutions/Mtust/Makeense

A Solutionsrmustrmake financial sensthe
business case foninvestment.must work

A Selutions-mustmakeoperational sensthey
should mothindemnonobstruct-the operationsdhey
seekitoprotect

A Solutionsrmustrmakerorganisational seagbey
should matiirritatecor-hinder usersy 'whoiwill
actively ssubvertimeasures they do not-support

A Solutions mustimake) management seshey

tineoperational
ocesses




